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Mot so6 khai niém

Cac yéu cau vé cau hinh Rules:

< Positives: dwong tinh — ¢é tan céng

< Negatives: am tinh — ko ¢6 tan céng

< False positives: Canh bao sai - ¢6 tan cong

=> Pwa ra canh bdo bi tan cdng, nhwng thuwc té khéng cé
< True positives: cadnh bao dung khi cé tan cong

=> CO tan céng va da dwa ra canh bao

< False negatives: Sai trong trwng hop ko co tan cong
=> Co tan cdng nhwng da bd qua, ko dwa ra canh bao

< True negatives: hoat doéng dung khi ko c6 tan codng la gi?
=> Khong co tan céng va khdng dwa ra canh bao

=> Can cau hinh IDS dé han ché hai nhwoc diém trén



Khai niém

< IDS - Intrusion Detection System: La hé thong thwc hién
vi§c thu thap thong tin, phé,n tich sw kién va phat hién cac
van dé an ninh trong hé thong

< C6 thé la thiét bi ctrng hodc phan mém

< M6t s6 IDS ma nguén m& phd bién
e Snort

Suricata

Wazuh

Zeek

OSSEC

Security Onion




Phwong thirc hoat dong

IDS phat hién sw cd tan céng dwa trén hai phwong thie:
¢ Signature recognition (NIDS)
« Duwa trén dau hiéu (da dc biét trwdc) clia cac tan cong dé
nhan dang
 Nhan dang mot sb goi tin hodc la modt mau dir liéu trong
goi tin
 Nhanh chong va tin cay
< Protocal Anomaly detection (phat hién bat thuwdng)
 Dwa trén dac ta vé cac giao thirc TCP/IP
- Vd, TCP packet with both SYN and RST => bat
thwdng cua giao thire
- Bang nhap qua so 1an quy dinh ...




PHAN LOAI IDS



Phan loai IDS (1)

s CO hai loai IDS:
* Network-based Intrusion Detection (NIDS)
« Host-based Intrusion Detection (HIDS)
<+ NIDS
- Puwoc dat trén hé thdng mang, hoat ddng & ché do

promiscous nham lang nghe va phan tich cac thdong tin
qua mang

« Giam sat cac traffic mang
« Cung cap hé thdng canh bao s&m cac cudc tan céng




Phan loai IDS (3)

Uu diém

- Chi phi thap (chi dat & nhirng vi tri trong yéu)

- S dung cac traffic,hién hanh va kiérp tra cép he,ader cua
cac goi tin nén ké tan céng khéng thé xoa géu vét cac
cudc tan cong, HIDS thwong bi loi dung diém nay

- Phat hién tan cdng ngay khi xay ra, do dé viéc canh bao
nhanh hon HIDS

- Co6 tinh d6c lap cao, vi NIDS chay trén may chuyén dung,
dé cau hinh

Han ché
- Han ché hiéu nang mang

- Kho khan trong viéc x& ly cac phién dwoc ma hoa nhu:
lpsec VPN, SSH, SSL, ...




Mo hinh trién khai NIDS

Network-based
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€-eeeeeee € T N e () e LT L
Port
Mirroring
(SPAN)
Network Switch Network Router
HOSt T e

Attacker




Phan loai IDS (4)

s HIDS
« Puwoc dat trén mot host, kiém soat cac su kién xay ra trén
hé thdng do.
 Log File Monitoring: Giam sat, thu thap log, phat hién cac
si kién da xay ra.
- File integrity Checking: Kiém tra cac file nhiém ma doc, cac
file bi stra doi.
< Uu diém HIDS
PO chinh xac cao hon NIDS
« Co thé gidm sat dwoc cac hanh ddng cu thé (trén 1 may) ma
NIDS khoéng :thl_J’C hién dwoc, nhu truy nhap file, s6 lan dang
nhap, thay doi quyén...
 Khdng yéu cau thém thiét bi, dwoc cai dat truc tiép trén cac
may chu




Phan loai IDS (5)

< Nhwoc diém HIDS

« Kho quan tri

« Chiém tai nguyén trén hé thdng => vi phai Iwu nhiéu tt

« Néu HI’DS)bi thoé, hiép no sé& dan dén bi vd hiéu hoa hodc bi
thay doi dé hé thong canh bao sai

» Trong trwdng hop Hacker khéng tan cong hogc khéng thé tan
cong, chung co6 thé choq céc;h tan qéng hé thdng canh bao
(email, syslog, SNMP, két ndi...), ddng th&i gri tin théng bao
gia mao “Every is OK”

. Dé kiém tra tinh toan ven (Checksum), H-IDS can chiém hiéu
nang rat I&n cua may.

« Hacker thay d6i Update mode




< HIDS phat hién tan cdng dwa vao cac dau hiéu sau:

« Xuat hién céc file la, chwong trinh méi

« Thay dbi quyén

- Thay dbi file size

* Cacfile gia mao khong twong wng voi cac file da dwoc danh
dau trén hé thong

* Nhirng tén file c6 tén la trong cac thw muc

- Mat file hodc hong file

« Hanh déng tham do cac dich vu trén may

. Két ndi ttr nhirng khu vue la




< Phan &ng ctia HIDS sau khi phat hién tan céng

Cau hinh firewall dé loc dia chi IP ctia ké xam nhap

Théng bao t¢i user/admin (sound/e-mail/sms...)

Tao event log

Ghi lai thdng tin tAn cdng (thdi gian,ip attacker,ip victim,port...)
Ghi cac packets dwéi dang thé dé phan tich vé sau

Chay mét chwong trinh riéng dé xt ly event log

Bat budc cham dirt TCP session




Mo hinh trién khai HIDS

This IDS detects
successful attacks
against firewall

IDS detects
attacks against
server

This IDS detects
attacks against
main firewall

Host/Network

~

IDS detects
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Mot s6 san pham IDS

Snort 2.x (www.snort.org)

BlackICE Defender (NetworkICE)

Check Point RealSecure (Check Point Software Technologies)
Cisco Secure IDS (Cicso Systems)

Dragon Sensor (Network Security Wizards)

eTrust Internet Defense (Computer Associates)

HP Openview Node Sentry (Hewlett-Packard)

Lucent RealSecure (Lucent Technologies)

Network Flight Recorder (Network Flight Recorder)
RealSecure (ISS)

SilentRunner (SilentRunner)

Vanguard Enforcer (Vanguard Integrity Professionals)




Snort va cach tao rules



Gi®i thidu SNORT

* Gid1 thiéu Snort
« La cdng cu phan tich goi tin & nhiéu ché dé
« La sp ma ngudn mé, ding mién phi, cé thé cau hinh tr&

thanh IPS.

« Co6 thé chay trén Windows, Linux, MacOS ...
< M6t sO thanh phan chinh cua Snort

Packet Decoder (modul giai ma géi tin) => (str dung cac
thw vién Pcap dé bat gaéi tin, phu hdi => DL hoan chinh)
Preprocessors (tién x ly)

Detection Engine (phat hién)

Logging and Alerting System (nhat ky va canh bao)
Output module (két xuat thong tin)




Kién trac Snort

~ " | Sniffer| Preprocessor Detec_tlon AIer_ts/
— Engine Logging

Peckets X\\ /// Log Files
Datahase
\ Rulesets /




Modul Decoder & Preprocessors

Decoder

Bat gdi tin (tlr cac card mang khac nhau)
Phuc hoéi thanh géi di¥ liéu hoan chinh,
La dau vao cho tién x ly

Preprocessors

Chuan bi di¥ liéu cho hé thdng phan tich; ciing c6 thé phat
hién bat thwdng dwa vao header ciia goi tin (kich thwée
la) dé dwa ra canh bao




Modul Detection

« PDay la modul quan trong
nhat

« Phat hién di thwdng
(Dwa vao tap luat da
dwoc dinh nghia) dé
dwa ra cac canh bao;

 Néu 1 gai tin bi phat
hién b&i nhiéu luat thi
no sé dc xu ly theo luat
dwoc wu tién cao nhat

* Discard: Bo qua gai tin

Detection

Rule

PN

Do the
_ Packets

Match? -
\/

no

Discard

Logging/ Alert

If yes, Send to

_ Logging/ Alerting




Modul phat hién

« Phat hién di thwdng trong header cua géi tin

« Tach cac phan cua goi tin => ap dung luat I&n tirng phan,
dwa trén:

o IP header
o Header & tang giao van: TCP, UDP

o Header & tang rng dung: DNS header, HTTP header,
FTP header, ...

o NQi dung goi tin




Module két xuat thdng tin

A

Packet

Log Files /
Database

s
e




Rules

< Cau trdc rules gébm 2 phan

 Rule Header: Chtra cac thdng tin vé hanh dong cla luat

sé thwc hién

« Rule Option: chira thdng tin vé canh bao, cac thanh

phan cla géi tin
**Rule Header

Action | Protocol| Address| Port | Direction Address

Port




Rule Header

4

L)

» Rule Action
o Alert
* Log
Pass
Drop
Activate

¢ Protocol (IP, ICMP, UDP, TCP)

s Source/Destination IP

s Port

< Diéu hwdng: -> (giam sat tir “tréi qua phai”) ; <-; <> (giam
sat ca client & SV)




Rules

rule header

rule options

/\.

Protocol

Address

Direction

Address




Vi du mét so6 Rules

destination ip address

Apply to all ip packets

\ Source ip address Destination port

alert 1ip ani/( any -> any aré (msg: "IP Packet detected";)

Source port # \

Rule options

Alert will be generated if criteria met

Rule header

alert tep STELNET _SERVERS 23 -»> SEXTERNAL_NET any (m=g: "TELNET
Attempted SU from wrong group"; flow:

from server,established; content:"to su root": nocase:
classtype:attempted-admin; =21d:715; rev:6;)



<% Cau truc threshold theo d&i hanh vi: type threshold, track
by src/dst, count a, seconds b
< \x: cau I&nh cho biét chung ta dang cung cap ndi dung dwdi dang
ma Hexa, vd:
« \x3d twong dwong v&i dau “=" trong bang ma ascii
 \x20 twong dwong véi khodng trong
 \x00 twong dwong voi null (gia tri réng)
% “N”: nghia phu dinh, vi du cho class: ["\x20\x3d\x00] nghia la PCRE
match voi cac ky tw ma khéng co trong class trén
» Vi du tim kiém n lan/ky tw ma khéng c6 trong class trén: {n}
s pere:”/[*A]{100}/” tim kiém 100 ky tw lién tiép ma khdng co ky tw A
» Giam sat content: content: "|hexal®, vi du: content: "|47 45 54|"
47=G, 45=E, 54=T
< (note: khédng nén lam dung qua nhiéu option content trong 1 rule vi hé thdng xu
ly khé khan)
s Gia tri content dw¢i dang gia tri Hexa thi nam trong dau ||
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< M6t sb tiéu chi dé tim kiém trong content
. offset keyword (bat dau tim kiém sau n bytes dau tién cta Payload)
» depth keyword (chi tim kiém n bytes dau tién clia Payload). Gia tri n phai co
dé dai I&n hon hoac bang gia tri keyword dinh tim kiém. Gia tri n nam trong
doan [1,65535]

* nocase keyword (khéng phuc thudc chir hoa, chir thwdng)
*» VD offset keyword

« Content:”A”; offset: n di chuyén vao n bytes clia payload va tim kiém “A”
“* VD depth keyword

« Content:”A”; offset:n tim kiém “A” v&i n bytes tiép theo cua payload
<% VD két hop depth va offset:

- Content: “A”; offset n; depth m di chuyén n bytes cla payload va tim kiém
“A” v&i m bytes tiép theo




*» False Positive
*» False Nagative
¢ True Positive
¢ True Nagative



Vi du mét so6 Rules

** Phat hien quéet mang voi SYN/FIN :
« Alert tcp any any -> 10.0.10.0/24 any (msg: "SYNFIN =>
scan detected"; flags: SF;)

** Phat hién Dictionary attack (SSH)
 alert tcp $EXTERNAL_NET any -> $HOME NET 22 (msg:“Co
the dang tan cong do tim SSH!"; flags: S+; threshold:
type both, track by src, count 5, seconds 30;
sid:10000002; rev: 1;)
 Cau truc threshold theo do6i hanh vi: type threshold, track
by src/dst, count a, seconds b

< Phat hién tan céng SQL injection
« alert tcp any any -> $HOME_NET any (msg:”SQL Injection

Attempt”;pcre:”/w*((%27) | ()) ((%6F) |o]| (%4F)) ((%72) |r| (%
52))/ix”; sid:1000017; rev:1;)




Vi du mét so6 Rules

PCRE: cho phép tim kiém nhiéu bién thé cua néi dung
(%27)|’ : tim kiém dau nhay don
(): nhdm cac ky tw

“*Phat hién tan cong XSS
 alert tcp any any -> any 80 (msg:"Tan cong Cross-site
scripting”; flow:to_server, established;

pcre:"/((\%3C) [ <) ((\%2F) |\/)*[a-z0-9\%]+( (\%3E)|>)/1i";
classtype:Web-application-attack; sid:9000; rev:5;)

“ Giam sat tai ma déc vé may victim:
« alert tcp $HOME_NET any -> $EXTERNAL_NET $HTTP_PORTS
(msg:"Tai hotgirl.exe ve may";
flow:established,to_server; content:"GET"; http method;

content: “/hotgirl.exe"; http uri; classtype:trojan-
activity; sid:10000004; rev:1;)




Vi du mét s6 Rules

< Canh bao tan céng DoS - SYN Food

hping3 -¢ 100 -d 50 -S -w 64 -p 139 --flood 208.100.26.141

alert tcp any any -> any any (msg:"Co the dang bi DoS attack!";flags: SA,;
flow:stateless; threshold: type both, track by src, count 70, seconds 10;

sid:1000005;rev:1;) S
flow:stateless => khong quan tam dén két néi cé thanh cong hay khong

ssalert tcp any any -> any any (msg:"SSN in Clear
Text”; pcre:”/[0-9]{3,3}-[0-9]{2,2}-[0-91{4,4}/”;
sid:1000016; rev:1;)
e []: chi ra pham vi s6 can tim
« {m,n}: kh&p it nhat m 1an nhwng khdéng qué n lan
e -: thoat khoi dau “—” dé sé dwoc dwa vao phan tim kiém




Mot sO rule méc dinh trén SNORT

*» bad-traffic.rules exploit.rules scan.rules

¢ finger.rules
“ smtp.rules
¢ dos.rules
¢ tftp.rules

ftp.rules telnet.rules
rpc.rules rservices.rules
ddos.rules dns.rules
web-cgi.rulesweb-coldfusion.rules

“* web-frontpage.rules web-iis.rules web-misc.rules
*» web-attacks.rulessql.rules x11.rules

“ iIcmp.rules
¢ backdoor.rules
¢ porn.rules
¢ virus.rules

netbios.rules misc.rules
shellcode.rules policy.rules
Info.rules icmp-info.rules
local.rules attack-responses.rules




Rule Option

HUPONG DAN CAlI DAT SNORT TREN PFSENSE



HUONG DAN CAI DAT SNORT TREN PFSENSE

s Cal dat snort
« System -> Package manager -> tim snort -> install
« Chon Tab Service -> snort
 Dang ky Oinkmaster Code
- Vao Global Settings
- Enable Snort VRT
- Sign Up for a free Reqistered User Rule Account
- bang ky Oinkmaster Code

— Chon phan hién thi email (click 1&n phan hién thj user) dang
ky & goc phai man hinh. Phia géc trai sé hién Oinkmaster
Code



https://www.snort.org/users/sign_up

HUONG DAN CAI DAT SNORT TREN PFSENSE

« Chon Tab Updates
* Chon Update Rules

s* Chon Snort interfaces
** Chon iface rules
% Chon iface categories => chon cau hinh IPS

“*WAN Settings/ Intrusion Detection System =>
Checksum




Tham khao cac rules:

https://qgithub.com/eldondev/Snort/tree/master/rules

http://manual-snort-orq.s3-website-us-east-
1.amazonaws.com/node36.html

http://paginas.fe.up.pt/~maqi98020/par/writing snort rules
.htm#nocase

https://www.sbarjatiya.com/notes wiki/index.php/Snort ¢
eneral rule options

https://doc.pfsense.org/index.php/Setup Snort Package

https://paginas.fe.up.pt/~mai98020/par/writing snort rule
s.htm#dsize

https://asecuritysite.com/forensics/snort?fname=nmap.pc
ap&rulesname=rulesportscan.rules



https://github.com/eldondev/Snort/tree/master/rules
http://manual-snort-org.s3-website-us-east-1.amazonaws.com/node36.html
http://paginas.fe.up.pt/~mgi98020/pgr/writing_snort_rules.htm#nocase
https://www.sbarjatiya.com/notes_wiki/index.php/Snort_general_rule_options
https://doc.pfsense.org/index.php/Setup_Snort_Package
https://paginas.fe.up.pt/~mgi98020/pgr/writing_snort_rules.htm#dsize

