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PHAT HIEN SU CO DUA TREN HE THONG SIEM




Cac thanh phan cua SIEM

SIEM bao gom cé hai layer
— SIM (Security information management)
— SEM (Security Event management)

SIEM

>IM SEM
- Data collection .

. - Normallization
- Analysis .
. Repositor - Corretion

P y - Incident Management

- Query

- Report - Real-time monitoring



Sw can thiéet caa SIEM

Cho chung ta mét bire tranh khai qua vé méi trwéng IT cla
td chirc

Pé phat hién, phan tich, wu tién loai bd cac moi de doa td
chirc co thé gap phai

Pé cai thién viéc phan tich nhat ky

Pé hé tro cdng tac diéu tra phat hién va irng pho sw ¢
Quan ly s lwong 1&n céc log tlr nhiéu ngudn khac nhau
Ho tror viéc tuan tha cac quy dinh

H6 tro’ tuan thd quy trinh va cac yéu cau vé kiém toan —
audit



Cac tinh nang chinh cua SIEM

Thu thap log (Log collection)

Phan tich log (Log analysis)

So sanh twong quan sy kién (Event Correlation)

Piéu tra nhat ky (Log Forensics)

Tuan thu IT (IT Compliance)

Giam sat nhat ky &yng dung (Application log monitoring)

Kiém toan truy cap doi twong



Cac tinh nang chinh cua SIEM (cont)

Canh bao theo th&i gian thwc (Real-time alerting)

Giam sat cac hoat ddng cua User (User Activity Monitoring)
Giam sat man hinh (Dashboards)

Giam sat toan ven cac tép (File integrity Monitoring)

Giam sat nhat ky cac thiét bi va hé thdng (System & Device
log Monitoring)

Lwu trlr nhat ky (Log Retention)



Thanh phan, kién triac SIEM
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Khé khan, thach thirc khi trién khai SIEM

Khéng rd pham vi va cac yéu cau lién quan
Cac chuyén gia quan tri khéng dwoc dao tao ky lwdng
Viéc trién khai cau hinh khdng dung céach

Lwa chon kién trac dé trién khai khdng phu hop



Khuyén khi trien khai SIEM

= Thuwc hién trién khai SIEM theo tirng giai doan

« Vi du trién khai cac thanh phan vé quan ly log truwdce, sau
do trién khai cac thanh phan cua SIEM
« Uu diém:
o Cai thién duwoc hiéu nang
o D liéu log da co6 san dé thwe hién chire nang lién
quan dén viéc phan tich
= Xac dinh pham vi va xay dwng cac yéu cau phu hop

= Trién khai kién trdc phu hop



Xac dinh pham vi cua SIEM

Pham vi no chinh la dong Iwc phia
sau cla viéc trién khai SIEM

Audit & Compliance
— Quy trinh thuc hién viéc thu thap, lwu triv
va ra soat (viéc can thiét phai thwc hién
ntn)
— Kiém toan vé Security da tuan tha theo
theo cac Policy chwa
— Vi du, tuan thu PCI-DSS can ghi lai cac
loai log lién quan dén thé thanh toan
Security
— Chinh [a viéc giam sat theo thoi gian Scurity
thwe, phan tich log dé xac dinh sw co
Operations

— Quan ly thiét bi, maintenance phan cing
va phan mém




Use Cases Trong SIEM

Khi da xac dinh dwoc scope cho SIEM thi SIEM sé st dung
Use Cases da dwoc dinh nghia dé tao moi trwong SIEM co

thé quan ly duwoc

Cac Use cases c6 thé 1a: rule, report, alert, dashboard ma
dap wng duwoc cac yéu cau

Co hai loai Use cases:

— Generic: (chung, ap dung cho cac doanh tb chirc, hodc mot tap doan
nhiéu cdng ty con theo mé hinh phan tan),

— Specific (cu thé, chi ap dung cho 1 td chirc), khdng két ndi mang bén
ngoai

SIEM st dung cac Use cases nay dé xac dinh cho viéc phat

hién, dau hiéu phat hién, so sanh twong quan



Cac giai doan phat trién va trién khai Use cases

Dinh nghia pham vi SIEM mudn trién khai

W

Xéac dinh cac yéu cau vé gidm sat

Ve

Xéac dinh cac nguon Event dugc yic Tim ngudn

2y log (Log

Kiém tra ngudn Event d6i véi y/c giam sat exploration)
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Trién khai va kiém tra Use case
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Phat trién va trién khai Use cases (cont)

- Xac dinh cac loai log
- Xac dinh cac Event log duoc
Tim ngudn yéu cau ,
log (Log ------ » - Confirm cac cau hinh cua viéc
exploration) ghi log
- Lay log
Rue mac | [ Xac dinh rule mac dinh, dieu
dinh L chinh, thiét |ap, dao tao Team
Ruletty | Tao rule, giam sat, cai tién, diéu
chon

chinh, thiét 1ap, dao tao Team



Phat hién sw co dwa trén SIEM



Nguyén tac phat hién sw co dwa trén SIEM

 Phat hién sw c6 c6 thé dwa trén hai nguyén tac

— D trén sy bat thwdng (anomaly-based): dwa trén cac
thiét bj canh bao, va can phai co su diéu tra thém bang
cach thu céng

— Dwa trén signature (signature-based): log dwoc cung cap
ttr cac loai thiét bi nhw IDS, WAF, ...

— Vi du:

* ((\%3C)|<): => phat hién tan céng XSS

» Tan cdng DoS slowhttp => binh thwérng User-Agent két thuc bang
[CRLF] [CRLF] => nghia la header da dwgc hoan thanh

» Néu binh thwdng User-Agent két thic bang [CRLF] => nghia la
header khong dwoc hoan thanh



